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FEEAREN. ERNERGEE

Identity Management + Privileged Access Management + Threat Analytics

REERIETAE

Test Data Manager + Privileged Access Management + Data Content Discovery +
Project & Portfolio Management

RUEEREEITEIFI
API Lifecycle Management + Privileged Access Management + Advanced
Authentication + Single Sign On
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@ ® Session Recording Viewer
File View Operation Settings Help
00 Info
‘U Now Playing A
v Session Info
Server: JLWIN1I2A This PC
Security Layer: SSL (TLS 1.2)
Encryption Level: Low Computer Wiew
Source IP: 172.17.0.1 kS N -
Resolution: 1024x768 ﬁ?&ﬁﬂklﬂ T |1 » ThisPC
Duration: 00:00:34
Start: 11:08:18 HKT { Favorites 4 Folders (6)
End: 11:08:52 HKT B Desktop
v User Info s — " i
User: Administrator & Downloads l esktop = ocuments
Domain: FORWARDINC | Recent places
CA PAM ID: CAPAM B
CA PAM User ID:  super 8 This PC ‘ Downloads J‘ Music
¥ Recording Info -
Recording Type: RDP "
Size: 242.5 kb €M Network | S ks Videos
SHA Verification: ~ Valid ‘- ]
4 Devices and drives (2)
3= Events Qg * Local Disk (C:) &
== I & OVD Drive (D3)
Filter: g b =vg
‘Ty‘.. l Time of E... Description
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ERITH
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Superuser (Administrator/root)

18 11| B2 422 PR PR 1

= Administrator/root lRF 2 E KBFHIEKIRE, FEAr]gezEfRE
F#Z2 3\ s (5 B & BRASHE B T2 5Kk BY ol K45 R AEBR 541

= CA PAM Server Control R 4% E X &R A AR
EANEXR, AERBEECEHHRANFREIZREEZHE. Bl
{E45RHEPR B9 administrator/root 1R Bt Ei&iE CA PAM
Server Control E—EHl. FEIt, FIEREERAEEHT
ERTERERE, »EASMMERFZLFIFGESET.
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Audit Records Result Refresh I
@These are the audit records filter by: "Today's records’. Last update:8/21/14 1:12 AM ™
~ Event - Date ~ Status « Class = User Name = Dbject/Resource ~ Terminal - Program
Aug 21, 2014
@ Logout Event g ! Logout root cm128

1:12:04 AM GMT

. Aug 21, 2014 )

@ Login Event 1'12'[':1 AM GMT Permitted root cm128 sedlang
Aug 21, 2014

@ Login Event 9eh Permitted root cm128 acws
1.&04 AM GMT
Aug 21, 2014 i .

Resource Access ! Permitted |FILE testl Jtmp/usrdata.txt 192.168.100.2 /binfcat
1:10:56 AM GMT
Aug 21, 2014

@ Login Event 9 <h Permitted testl 192.168.100.2 SSH

1:10:44 AM GMT

fug 21, 2014 )
Resource Access ' ] Jtmp/usrdata.txt 192.168.100.2 /binfcat
1:09:27 AM GMT
Aug 21, 2014
@ Logout Event ' Logout _seagent
1:08:55 AM GMT
Aug 21, 2014
Resource Access R ﬂ Denied FILE root Jtmpfusrdata.txt 192.168.100.2 /bin/cat

1:08:47 AM GMT

Aug 21, 2014
@ Logout Event g Logout _seagent
1:07:54 AM GMT
Aug 21, 2014
@ Logout Event = ! Logout root cm128
1:07:54 AM GMT v
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= CA PAM Server Control RTLAEt ¥ 1T &2 FF RIS 77
BUREEITIEZ, MAEREIMEZ RAEAR S RIFERET

s EAER [ZEE51EK Warning Mode | R ¥ ET1R R R %

ZRAIZEEXREEBAER, HBUABEBZIZL.

General [ Default Access [ Authorize I Audit [ Time Restriction [ Bl Features I Information |

Audit Modes

Please choose the appropriate audit modes: .
= EE e S wmaves

[ Audit Failure TR B A% |

Options: | Warning Mode s

E-mail Notification: |

| FERNX, ERFNAMEE, BEET
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Windows Server
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Linux/UNIX Server

F2F (Program) #{T&#=

#Z/F (Program) BUTEE

$H 7E Bports/services

$HE BYports/services

AAIRTCP/IP N EL37E H AR

i

AR TCP/IP 1N EL 7 R
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ERERE

&3 (Files) 1 B $% (dirs) M 7E BRI

%3 (Files) 1 B 8% (dirs) K72 BV

Administrator M&SE B9 RR 53 I

root MREE B HERR 43 Z

Windows % iR &

sudo / su 1R
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CA Privileged Access Manager

CA Privileged Access Manager
Server Control

= iR, BIRERETRE YT EEERSFAIRNIRE
| mﬁ_ﬁ 2 17 4R IR S 1T B
L i@% b-‘/\\ , BRI &R 4y Ba e
”j(‘ o s @;ﬁ; ¢I$|Jifﬁ%,ryn¢mx, FRE, =
Cless FE FAE 1R P RS f Zﬁf‘éfﬂégrﬂy
. = SRS i SRR

Z 2T {EX 3 (sudo)
BIEHIREES

A% B AR R AE EHBAEMIRE

TEMBERE R

Copyright© 2017 SYSTEX Corporation. All Rights Reserved.



e RIREE

EXX]

(9%

CA PAM A~ =iRiR
FHERERARE
AHE

BAE

H—4& CAPAM
A] LA ] BRI —F
{E4FHEDR P ROE 32

-.,
o
IRIZRR

HE B, RN
THEE. DRI AU

E MRS
—& CAPAM /T LL
RIBEH, S
%, REREH,
BR3P TS

Copyright© 2017 SYSTEX Corporation. All Rights Reserved.

Ca

technologies




Ca

technologies

Thank You!

NS
S Y S T E £ A LE PN LM RN Copyright© 2017 SYSTEX Corporation. All Rights Reserved.



