BEZ B ITFIREE
E,D\E’JJJ:%EJ:;QE?EWE%

& 3E Mark Chen
FORCEPOINT & & & % iy 2538

o o

F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 1
POWERED BY Raytheon



EMZEZHEAEREEFAMEIE

salesforce

u‘-f:":;.'mazon
N8 webservices* mx

1] Office 365

e 4 INTERNET

PARTN ER@




=ty

EMZEHhBRA THREERIE

ARHABLINERE

waerepren [l ZHAANEAEHE

e = i =[5 = '_‘_'/\/2‘
RS A) 5 45) T LB IRRTRE 222 50

FAEIRS

— BT
30-75

BHRUBZZ]R

3rd party Z i AR5
IBMN1165
it 2014-16

SRASHBRES

- BORPLE D WHTE
cH FFEZEEIH

BE—FNELTET
HHENELZSHE

>5000 £/8X

SR GRAEEIREY

78 BERRCK

TigEtE 46 K
T BEEIR PR LEBE LR
g






B T A

Z

[> ForcepoINT

Protecting the human point.



B BRI HIBGE T =\

» IRFETRICEE IRV E ZBUR
» BHRE M
» [HIEEAEHVEE

BETR

NEHHE R
A Z [ R AT 2 AR P




13 m5A= IEIHY

=4 rrt

/fw

1T RE I RIPGRETT =\

7538 E B LT R o A (R RBAE = JE\ B (5F FH &
PRER T fif ] BEVB AT Y E f

FH {5 FH =& 20 {5 P A

Fragih 5 B85 i

FHAZ R AR ER




R E HRYMBALRYAE  BIHUMAN POINT Bt CME{E

Rayiheon

Cyber Products

OAKLEY"

NETWORKS

INSIDER THREAT
CROSS DOMAIN UAM NGFW

Raytheon STONESOFT

Sidewinder @;

JC ) GOMPUTER SOLUTIONS

YA - = FORCEPOINT
perva conpany SureView® Analytics

POWERED BY Raytheon

One of the largest private cybersecurity companies in the world, with thousands of enterprise and government
customers in more than 150 countries.

Created by Raytheon in 2016 to commercialize defense-grade technologies for the enterprise security market.

Supporting global governments, defense and intelligence communities to ensure success of the world’s most high-
consequence missions.



CUSTOMERS

PARTNERS @ @ SUPPLIERS



B S  BERERNZLORR

THE HUMAN POINT

¥ PEOPLE

000
58:1

5 rmmERNEREE

!

salesforce

_ N
Wnis amazon w(
.o W webservicess .o

“" 1] Office 365

% 285

%

B



p HE HUMAN
POINT SYSTEM



[ HEHUMANIPO©

Forcepoint

For;eLF;,O'nt ® — O QU XA=NELY @
(e]@]6] § \ Security / E
. e et
RHYTHM UEBA THE FLOW
F PEOPLE OF DATA

\l /

HEPE T EtEH TN

12



THE HUMAN POINT SYSTEMg 1 &

BHETCI B AR e

> VRS

000
(=i

> AIGE A —{E T ER A THE

RHYTHM OF
PEOPLE

» H[REE R

FABUR

y— MR RS LIS R E

TR BT 2SS

Forcepoint
Web & Email
Security

Forcepoint Forcepoint
DLP NGFW

Forcepoint
Data Guard

Forcepoint Forcepoint

UEBA Insider
Threat

Forcepoint
CASB

ANALYTICS

|
MANAGEME
ORCHESTRATION 43

ol

0 O

THE FLOW
OF DATA






SE R TR

A B
BT GE  ET F A DR T 4%
B 100 BB S B HI

: bsense
Gartneri#4594EDLPEE [ ' ebEiiemail
, RERAMT
[ o

| mptm et

® ® (S FT Y - B RS 2
Pl
2 BB AT S B SR FIRRTS
IRl OpA R SR A (8 R T B R S AT

(S5 774 & FORCEPOINT DLP7E i e i S AR,




ELSTIPAN
THE HUMAN POINT SYSTEM




P 58
11 i A %5 (A Office 365)_E - it FIREE 2RI NRRI R 1T Ry
HE(R A F AR A HIDLPBUR £ Ehmfl s » Pre&EE &R

1 N

Forcepoint @ Forcepont o__ o
DLP NGEW Web/Email
\ / \ Security /
Forcepoint /" Forcepoint e
. ) e—— orcepoint @ —— @
UEBA Insider Threat/ \ Data Guard/
PY P Forcepoint ® °®

CASB /

/

start with add

Forcepoint UEBA I Forcepoint DLP




FERIESE
(e T A T A
B (TR LR BT IR IR s Y

T eo—eo
i / ; \ / Forcepoint\
°® Forcepoint Y Forcepoint o ® ' S
DLP NGFW Web/Email
/ \ / \ Security /
Forcepoint Forcepoint = A
(] ' ; orcepoint ¢ —— @
\ UEBA / Insider Threat Data Guard/
— Forcepoint
i = d CASB .

start with add

Forcepoint DLP I Forcepoint CASB




RRHVENZ 25

FEHABELINEEZER
m B k&= ol %

HMATABESASENENREZAMA

BRASMELRESEMN
HRWESMTEREERERMEN

FRELHBEAZRINTE - BEREEIK

©
FTRAAE

o
age
RS

@

HRHTE R

N

RIBF 3 AT
PRi

4

v

v v

4

Ah e

—a

|

Forcepoint DLP g2 Forcepoint Insider Threat 454 B] #2438k 1113
EONTRES » Baskpacsk
Forcepoint NGFW £ 7y =HIFi & 2 Site it LV E ZEHRE N

SaaY Fas T A

Forcepoint f#JHuman Point System 2t #SHEE » B4 & ElH
BEE = 77 2 A B

Forcepointfy Z47 ol i { L& B> B — St Bk

Forcepoint UEBA 125t & BT AE R » ARSI R 4R

Forcepoint DLPHY Incident Risk Ranking =] E &) 57473117 e e =
BRIV LR R -

AESUT Y /ANy /W

Forcepoint UEBA 4t & & FER 222 2GS » IRIEFRETR
HIER » BN EE R LB R R ERT R -

Forcepoint DLP B IH IEMBEERIINA - FHIEAEIERHEE -




Ne5 o il 9 ‘%

THE
HUMAN POINT
SYSTEM

@ —0
/Forcepoint\

®  UEBA

\ Forcepoin
% DLP
/ Forcepoinx

® |nsider ®——
Forcepoin

Threat
/ \ NGFW/

Forcepoint o —o

CASB
\ /Forcepom\

®——@® \Web/Email @

/ \ Security/
Forcepomt — e
\ Data Guard/

~

T

» NGFW
» Email Gateway

» Anti-Virus
» Firewall
» Secure Web Gateway

B A BERHE R Jee\ o B 2

Source: Gartner, Cybersecurity Maturity Curve
.‘. il



} FORCEPOINT NGFW



FORCEPOINT NGFW OVERVIEW

28 2 ) E 1 L RIE FE L (STONESOFT)

» REUEEEIERE
» SMEERBEM
» = 0 FH M B R A

b %?uﬂﬂ_mﬁiﬁ
HEPE AR BHFE I

RS HAERE R IRIL
B A MR HEERRIE

FFORCEE“?“MT

Llhn A -

A BUET

F1ERE MR

AI1I0OKRIEFRAF 525

251

EEARED(LEIELE
J//{ ﬁﬁl:/;:\l ﬁ F"ﬁ =

Copyright © 2016 Forcepoint. All rights reserved. | 22



FORCEPOINTEEZEZFEGMH XIBERIRENSS LABS NGFWEINGIPSHIB

] ?E..ESf JEBNSS LabsHEENGFW N/@

LABS

B NSS Labs 2017 NGFW 1009% 2012 2013 2014 2016 2017

BEEE 94% 96% 96.5% 97.5% 100%

B NSS Labs 2017 NGIPS 99.919% (No.1) | P#% w0% 100w 0% 100  100%

| 5 YA ATSYAESYAESYA
= ERIAETH 1000685 1E R HRR T 5 \V/\V/\V/\V/\V/

F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 23
POWERED BY Raytheon



2017 NSS LABS NGFW

) FORCEPOINT

PowERED BY Raytheon

$120

Juniper Networks

NOTE

At the completicn of testing, NSS notified the vendors whase
products failed to properly handle evasions. The following
vendors developed fixes, which NSS has subsequently
verified address the identified issues:
- Barracuda Networks
- Check Point Software Technologies
- Palo Alto Networks
* Sanicwall

For more information please see the individual produet
Test Reports, or contact NSS Labs.

$100

| O |

$80

$60

TCO per Protected Mbps

Barracuda Networks

SonicWall

$20

L S
Forcepoint

Cisca

Check Point

Fortinet 32000

o
Forcepoint

|
| @ WatchGuard

Ao,

Fortinet 600D

$0

100%

90%

80%

60%

o
28
)

Security Effectiveness

&
®

30%

20%

10%



2017 NSS LABS NGIPS

) FORCEPOINT

PowERED BY Raytheon

@
Forcepoint

Alto Networks

'F”"";!md
O 98 ©

oc 84001
Check Point alo

4

Fortinet

100%

LEGEND

@ No observed evasions
@ Adjusted for evasions ’

$35

$30

McAfee

$20
TCO per Protected Mbps

N

= abesan

Trend Micro 7500NX

$15

$5

90%

+ 70%

g g
Security Effectiveness

’

. 30%

1 20%

0%

$0

NOVEMBER 2017



NSS Labs#E#& D FRIFFERLCER 7t

2012 2017
o1l 60 %

PaloAlto

Juniper 95 N/A 97,5
ps Cisco ASA N/A N/A N/A 96 N/A
+ 4= ~ AH = 9k 3 2 10 522 i
= EO TR KERE - BER [ S ST -

s i = — Checkpoint 98 97 99
3 b 37 B =42\ A — Y =
ZFEES  IEEHENPLRZE . BT
L sor o ot Fortinet 92 94 99
e =1=0
ZE |3)‘j ASZ T Huawei N/A N/A N/A 97,5 N/A
SonicWall 94 98 97,5 98-
Cisco Firepower N/A 98 99 96 95
Cyberroam N/A N/A 88- N/A
Barracuda N/A N/A 89 92,5-
WatchGuard N/A- 97,5 N/A 88,5
Hillstone 98 N/A N/A 98 N/A
Sophos N/A N/A N/A N/A 91

F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 26
POWERED BY Raytheon



NSS Labs Cyber Advanced Warning System & &z o) W 2 15 45

i 1 R B EFET
Cisco 322
Juniper 288
Sophos 245
= NSS Labs@ AR @EBEERR Baracuda 104
WE R ZI K XiEbhE ﬁﬁwﬁ Check Point 31
é%%&?%?ﬁéiﬂum& 2= WatchGuard 27
Palo Alto 17
Fortinet 11
SonicWall 11

F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 27
POWERED BY Raytheon



FORCEPONT NGFWiE {4t 15%% & o] F {4 B 7 1t
S

14589 ClusteringIN8E :

» REIRIENFE R r
» REIRNERHEES Stonesoft v5.8 E m

=/
) OJERALIBRL RS Clustering &% 1: NGF-3206

) S1EZE16{EEZEHIAA Cluster e
 SHEIPV6 AA Cluster EEEE V5.7 El S: D]

m 8524 2: NGF-1402 8124 3 Bhge

BIEBR r
Sl SCPUTEAR SR T 52 A5 K HEHA EH so  EERHD CU

AMFHERFNER - I2SSLA &524 4: NGF-325 &2 5 Brpe

b AR D & S T AR B FF SR A B R R
) EETEMHERS oS EERE r
B ETER )

» REEFRFEEM K& Clustering 24 BE

F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 28
POWERED BY Raytheon



H |FRJActive-Active! E B fH LAY Clustery Bt

10 39.59

T Cumulative Throughput (Gbps) 357

370%z0%

Standalone Single node Two nodes Three nodes Four nodes
node in cluster in cluster in cluster in cluster

Throughput and Scalability Report Stonesoft NGFW 5206, Miercom, October 2014
F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 29
POWERED BY Raytheon



STONESOFT MULTI-LINK #fif - 2 & KELRE M EAE

Y #£Site to Site VPN

Sz #£0utbound ISP Load balancing

Sz #£Inbound Server Load Balancing

o] 4 5QoS fAR FIEREE
» D BCHERS R R AR FS B ST
b

55— EA2 9 TR S E
REMEE

SR RESEER SRS ErEa
== E

Zuops MPLS
H

|$A 3= Ui UG 2

100Mbps ADSL/
ISP B §/BLE

ZOOMbps — upto 302 Mbps

Mission Critical (Controls)
High Priority, Low Latency Traffic (VolP)

Low Priority Traffic (Web)

FFORCEﬁgM

Copyright © 2016 Forcepoint. All rights reserved. | 30



welssense STON ESO I:T

!> FORCEPOINT

POWERED BY Raytheon

FFORCEPMQ_JM



» EERBIHENZZNIE:

= UDP
= TCP

= HTTP/HTTPS
= SSH/SFTP

» OJN BB 7 EHeader
o E#BNERDINEER
» BEEZEMEIND
» TR E BRI
» BB E R
= WEAR
EFHITHES

) FORCEPOINT

PowERED BY Raytheon

—SYN—’

&E o— svNAck

—— ACK ——p

455 SIDEWINDER SECURITY PROXIES - 1&f#

FIREWALL PUBLIC
INTERFACE
10.1.1.30

0]

[
;e
1 [

FIREWALL PRIVATE
INTERFACE
192.168.10.1

N ——»
— svAck
——— ACK ——p

BRSRELZEME

APP & WEB SERVERS

CUSTOMER
10.1.1.20
FORCEPOINT NGFW
PHYSICAL, VIRTUAL, CLOUD
©. or HQ - Properties
[ SMC-HQ-FW-policy (md T S =
i~
= [J Allow Local Port Forwarding
# engine01 % @, Firewal] [ Allow Remote Port Forwarding
) ) ) Allow Remote Command Execution
With Proxy EHQfFW—pollcy(modlﬁed) (EDI
. Allow Remote Shell Execution
1) .,NEW Q, IP\MACCESS‘ IPvGA(x:es'.‘ |nspecuun| IPv4 NAT| ¥ SFTP Commands
TS I O N Y7 = A ——
. 551 |+ ANY HANY | D Al
4 DNS with proxy ‘ | ‘
Command
& SSMHTTP DMZ access rule
4 SSM HTTP cust ermet e [ |changefile attributes
Create directories on th
&, SSM SSH 555 ‘h internal-net1 |n ANY ‘_0‘ E: d feate directories on the server
&, SSM SSH for HQ 55.6 ‘ & internal-netl | H ANY ‘_0‘ S [ |Create files on the server
7 e Discard all [ |Delete directories on the server
@ ssm-tep-
[] |Delete files on the server
bl Read diractories on tha server
Read files on the server
[0 |Rename files on the server
[ |writefiles on the server
[ » client Authentication |
[ » clientadvanced settings |
| D | Source | Destin... | Service n | of
[ > server Advanced settings
. v
‘555 ‘ & internal-netl | + ANY J| @ SSM SSH for HQ | @ Allow | Uses S5M SSH p

=l

192.168.10.100 (TRUE ADDRESS)
10.1.1.50 (PuBLIC ALIAS)

. All rights reserved. | 32



|»
o

o,

I3

4EEBWEBSENSE THREATSEEKER ZEKERER

IBEE(URL 2R &1 &)

RE

Q m . wiew #v

Web Filtering
=[] 8y URL Filtering We b sense | Name 4 | Parent
Web/URL - [™] BrightCloud System Situations Web/URL @ [ Abortion ] a
Categorization +--[™] Business / Services Categorization A [Adult Material ]

(+-[®] Drugs & [ Bandwidth ]

(- [®] Entertainment / Culture

3 [ Business and Economy |
& [ Collaboration - Office |
@ [Drugs]

& [ Education |

[+ [®] Games { Gambling

- [®] Information / Communication
[+ [®] Information / Technology

[+ [™] Lifestyle

- [™] Mature [ Violent

+-[®] Pornography / Mudity

[+ [®] Purchasing

- [™] Risk / Fraud / Crime

A [ Entertainment ]
& [ Extended Protection ]

A [ Government ]

@A [Information Technology ]
@& [ Internet Communication |
@ [Miscellaneous ]

A [ News and Media]

& [ Productivity |

{3 [ Religion ]

B [ Security |

A T shanning 1

[+ [®] Society / Education / Religion

Webroot
Servers

Threatseeker
Cloud

F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 33

PowERED BY Raytheon



AEE

B

A

FAR Y

—H7r

Stonesoft Management Center

MEEERNR - EHEEMHKIEE

S

VEARRE

# Multiple Elements x
Engines O~ ~ ﬁ Home
Organize by: | By Type hd l Security Engines

I

= Firewalls (20)

& Algiers FW

& Atlanta FW

& Beijing FW

Dubai Virtual FW 1
Dubai Virtual FW 2
Dubai Virtual FW 3
Dubai Virtual FW 4
Dubai Virtual FW 5
& Helsinki FW

te| London FW

Madrid FW

& Mexico FW

& Milan FW

& Moscow FW

& Paris FW

I Plano FW

& Riyadh FW

9 Saint Paul FW

% Santa Clara FW
& Tunis FW

1PS (4]

@ AtlantaIPS

[=] Dubai Virtual IPS 1
[=] Dubai Virtual IPS 2
@ Helsinki 175

o

o

Layer 2 Firewalls [2]
P Atlanta L2 FW
7 Helsinki L2 FW
& Master Engines [2)

= Dubai Master FW

= Dubai Master IPS

9 @ B LAy |
Algiers FW Atlanta FW Atlanta IPS Atlanta L2 FW ' Beijing FW
9 5 N |
Dubai Master FW E Dubai Master IPS Dubai Virtual F... Dubai Virtual F... Dubai Virtual F...
I N
Dubai Virtual F__. Dubai Virtual F.. | |[ 3 Dubai virtuat IP... | |[ & Dubai Virtual IP_.. Helsinki FW
. §xr i |
Helsinki IPS Helsinki L2 FW "Lj London FW Mexico FW
- |
Milan FW Moscow FW Paris FW Riyadh FW

Santa Clara FW

Tunis FW

Others

Alerts

Corporate VPN

Gateways: 13/13
Tunnels: 12/12

'S
Y

Route-Based VPN

Gateways: 4/4
Tunnels: &/6

Log Server

E

Management
Server

Web Portal
Server

136
1137

EEEEEEEEEEEEEEEN 1
EEEEEEEEEEEEEEEN

756

Count

v Critical (2030)

Situation

™ System_Tester-Test-Failed

™ MSRPC-TCP_CPS-Windows-MSRPC-SRVSVC-Unicode-Buffe.

™ Alert Server: Active alert queue full

™ MSRPC-TCP_CPS-Microsoft-Windows-Server-Service-Buffer...




HF]'
anp
i

il S BRI S A R R

e _ox
%
X
[# Home %+ x
*E &S j:?'l! Hk 1 HJ' Y NGFW Engines B nGrw Engines catsiee ato = 88 88 | Pending Changes €) Vi o | | Info x
4 = e N orgnez iy [ Nama 4 P Adoress
nize by = I B | S .
s\ 'i :’lw:e : :nam:mmem | A:N:nlsllilor T;ml‘[hill;u R T
; ﬁ H . . LST4S & Mot Pars nternal. emo Helsinki Fw :
7 ' 2 A n Algiers FW Atlanta FW Beijing FW @ Atlanta FW 17231231 (4]
25 Firewalls 20) & sepngFw fLETE)
& 2 es ) ; ; 88 DubaiVirtual FW 1 192,168,161 [+) s
. _ 5 O Atanta 1PS Load "'&'" toud 'X’ Load ‘z’ 8 Dubai Virtual FW3 162168171 1) 1
=1 e O S o B a1 475+ & 53.0% & 385+ A& = vl i) 11
ARASNY IS N # W Dubaivartual IPS 2 B8 DubaiVirtual FV 4 192162191 [+) X
8§ | ;
=y # @ Helsinki IPS & Helsinki FW 17231191 (%) =i !
,? E = 5 18 Layer 2 Frevalls ) Dubai Virtual DubaiVirtual Dubai Virtual & London 7 LT A
2R 2] B @ Atlants L2 FW W1 Fi 2 w3 @ Madrid FW 17230621 (4] LB
# @ Helsinki L2 FW " W Mesieo P 1AL LB
= £ Master NGFW Engines (2) Load Alerts Load Hlerts Load e o batan P 17231421 () x
3 B Dubsibaster A A — SR E B
B Sttt NA LA NA LA NA LA s )
# ¥ Dubal Master IFS ! = 20 temants
I LY — } 1
Drill-Down x
VPNs cadsize; nuto| T (W) | Others Alerts
B common properes..
B s
Corporate VPN Route Based V. 4 System_Tester-Test Failed
R 12Gateways B 4Gateways Logtever Haageme W
I R S T MSRPC-TCR_CPS Windows MSARC SRVSC Unicade. A sanenens
195 [ MSRPCITCP_CPS:Microsolt Windows Server-Service-... i v Detaits
+ Third-Party 168 ™ NetBIOS-TCP_SME-Microsaht-windows-SMB-DOS-CVE...
[
12r0ms
- e e g
> Others.
Ready dema ® Default- | A

) FORCEPOINT

Copyright © 2016 Forcepoint. All rights reserved. | 35
POWERED BY Raytheon




AEE

BIIFRYRE

B

» JEHERCAIERR
» EBBREENDTER

!ﬁ*ﬁ E.% t%ﬁ

(it Access Overview x +
i Access Overview
Load by sender (%) - 1 hour x
ooz v |-
F—— 0%
Loresn PV rode 1 0%
Cubo st P e 2 %
Helsrkt FS e 1 =1
woscowrirose 1 [
Fiyach P rode 1 50%
Bana Prinode | %
PRYS—— [T
etk L2 FW e 1 I
T W om o™ @ owm @ m om m i
Traffic by sre IP (Bytes) - 1 hour x

e e
S TETTIE
e P v i s

sereasan a0
nzmaes o0 1071
e e )
ez 1283010 7.0%)
Py 3z e
1210138174 7220 (50%)
19812898228 sz (e 2%)
h e o mon oo
Traffic by dst 1P (Bytes) - L hour x
azmnw [ = (11 7%)
nervme 188531 (8.1%)
12t £y
o)
Tz o015 05 2%)
17123207174 | <  vo < 0%
12728 201 201 o)
ez STy
w1822 Ten )
1msennz e 41
b sn0m T o0 0000

Refreched at 2017-03-28 13:13:50

Records by src IP, dst 1P -1 hour ®

[P
nix
Loogback 09%
fmrec g%
i
Records by situation - 1 hour x
coracion s I -+ )
e ot Py .
paloatoni Pt
ey FrTT
. T
i SP— I =0 v 1%
o st
o s amaire
P —— g
et

naiyzes_Compress
SIUB-TCP_CHS Audherscaron Al 423 Has (1 0%)

Proc.Sa.ntisor. Do 270 it (0 8%)
Sean_nbragress 257 s 05%)
Sean_Compietss 2524 0E%)
o 2000 oo oo [T

Il O R e

Concurrent connections by sender (Connections) - 1 hour x

Cornections (average ot 2mmuses)

1215 12 123 1230 123 izeD 26 1280 1286 130 1305
Wl P 1 Outs Mo 1 1 By Prirode 2

o P e 2 Ot Mo P o 3 et Fovroce

agers o 1 Ot Mt P ik 2

Turis v 1 W P nade 3
Allowed traffic (Bytes), etc. - 1 hour x

270w B8 second (average of 2 mnudes)

A

2500
za0m
2300
2200

135 1m 123 2m m 0 a6 2w s am e
—— awwedrame accorteananc |~ Nameaar:

[t [
Records by sender-1 hour x

il 1 sccnd (vaeage of 2minutes)

o1
o
215 1zm 123 1240 25 2o 1S 13m0 1308
= Buiing ISP B Aigers ISF B Beling 57 A
Fekih 220 Aigers P &
[ Hetenii15P & =1
demo | ® pefauit~

) FORCEPOINT

PowERED BY Raytheon

Copyright © 2016 Forcepoint. All rights reserved. | 36



AEE

B

:::::::

» MBI

R BERE:

BRI

B

» BRSBTS ASER
) ARERHREERET R

PAREXAC I

Pending Changes €)

View Recent Commits

Pending Changes €)

View Recent Commits

Time v ChangedEle... Adminis... Target.. « Time ¥ ChangedEle... Adminis... Target..

13:08:55 © BR 4 zdmin & BR 13:08:55 & BR L admin € BR o

13:08:55 © HQ A zdmin & HQ 13:08:55 B HQ A admin  E HY (]
+ Approve All

‘ 4 Commit Changes




} FORCEPOINT Insider Threat



RS £ B EN B B BT N (RS

o iew Insider Thre

{

Tritopo pp-DNH

rFORCEPOINT

ssssss

b&'&fléﬂ{ﬁiﬂ 73 #7 B2 R E(DLP)
ZHIPNE A

. EREERE ¢ A R

- ERAREEANREME

Copyright © 2016 Forcepoint. All rights reserved. | 39



DLPEHAE R AN i H & i 73 ¥ B BRI BE T

FET5ERPY
ZRERE
18R AR

SEAEEP =Bk | USBRESR 7
Bl SRS HRER eI MRS EET
| T S SATE TN -

F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 40
POWERED BY Raytheon



SxwEEESERNMRERE A SERB BRI

Dméﬂﬁﬁﬁﬁﬁ
BRI

= o e

- BB R AT o B

Insider Threat fEFEZETAEZ D

= BIRBVEUGERETRAEE
= WREBENERTR
= ERERETRNERD

Insider Threat ZESFHRAE - ML EIEAS RS

» THESZEERNNENRR - E=AP-DATA
»  RHGEHAET AN AT EIEIR

» FRHETRREEE

= BEIRESEMRERE

r FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 41

ssssss



4 3

................
...........
..............

47",{‘ ............ .
 MREKEXEN 5 g A

T DB ES T RSB S T

AUES R TR REBFREERF EEEME - OER BERLEEENE BERBERE 2AF BISERIFE - 5
mpET - BB T - BExERER NIRETR BRIEEEFNES
NERTTHDE - R EETFIERE
AT RERERY

F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 42
POWERED BY Raytheon



NEITREBIER
EEER - MHRREYNEABNER S5 20 1 D 220 4 1 4 R B )
BATH
AEREEBWEUSB 20-2518 & TIRSEFEUEE -

ERE R EFEERIPAILE

EENEEZERTA

[ Phd Dd INd N A P Y T4 Y TR Y



M B2 T RILAB T EREITRE

=LY R b ?

ADVANCED Scoring

YRS

RS

s A A

BETREE

tb%ﬁ'ﬂﬁl A

THREE

BEEE W EAMSEAERITALLE
FFORCEPMQ_“!M

Engines

NI

B OJESDLPE A&
B O[fE/RFIT AgentlRES AR

Copyright © 2016 Forcepoint. All rights reserved. | 44



BB RTENERBATRER

K}

9

ST T ::: ?&ODQD&

! 0ff-network Users
SureView® Events & Collected Data .
Insider Threat
=7 [
. —— R O e > 0
- tel . y N
Analyst Dashboards Policies BT
ro[ ¥
y N

On-network Users

e
0 ®0 0606006060600 e © O0®

Application  Clipboard Email File Keyboard Logon Printer Process System Info Video Web URL Webmail
General (Gmail, Yahoo,
Outlook)

r FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved. | 45

nnnnnnnnn



BEZENEEERNR - FEERAESEEERE - REEEERNE
SureView® INSIDER THREAT

COMMAND CENTER

ORGANIZATIONAL RISK SCORE TREND TOP RISK SCORES FOR FRIDAY, OCTOBER 16, 2015

BRESER

HBA30KZ Bk

HIGH RISK EMPLOYEES

/T /T

/

8.6 Howard P Hatfield ( 4.1) JuancValdez ( 4.1 ) John L Edwards
N N/

Email Sent Email Sent Email Sent

Email Sent Emall Sent Emall Sent

File Copled File Copled

File Copled File Copied

.

/
Lilian F Smith ‘\ 25> Andy P Green 1.2 Aaron S Reed

N’

Copyright © 2016 Forcepoint. All rights reserved. | 46




EREEMED T EIE

SureView® INSIDER THREAT COMMAND CENTER  SETTINGS =
COMMAND CENTER ACTIVITY
RISK LEVEL FRIDAY, OCT 16, 2015 GMT -360

e 30 XESEAREHR
<o | TEEERES =

APPLIC

CLIFEOARD

EMAIL

EXTERNAL

FILE
12:00 PM

KEYBOARD

BARD AT

TOP10 07/19/2015 - 10/16/2015

PRINTER

Policy Incident: - —
PROCESS icy Inciderts Y .- ﬁ % % ?—-I— % H% FEﬁ Em
T \H jﬁ X *’Ex\ﬁ Mo Policy Incidents Available B 6
0 2= = *RARIR '

Organizatian History - 67%

F FORCE pOI NT Copyright © 2016 Forcepoint. All rights reserved.

PowERED BY Raytheon




Y=

fmﬂﬂﬂﬂm|

HHEE T

CETE 7

RIS HEE
E YT Lo
$1§$E%1’E

BESCHGE
EERRG ba

15

FFORCEPMQ_“!M

MEASREE

BZHEEE R

1% Zafl -
XF - EE -

REERE
EREE -

BRI
BHRE - L
{ERBIHEE
BRI

i 33 b2

IRHRIGHERR
1R Bl
F R EAf|
5 2 AE"T’“
DI S a0
< BRI EIEE
AES

Meta Data

BISER -
I =N
B EHAER

%%ﬂ%’ﬁ
=)

Copyright © 2016 Forcepoint. All rights reserved. | 48



RESHFBRIS 2SR EERES

VIDED REPLAY

Policy Violation info

o
s L

A protected file is being
attached to an email

e
T » i - = ih GARD: (J;:l’o"x‘\:'-?qroru‘-u\:-'w»
a2t 165800 Video Replay Toolbar > S
e@®e o7 o

o LUa Oa - 1\ Comments
Lt
a

) FORCEPOINT

Copyright © 2016 Forcepoint. All rights reserved. | 49
POWERED BY Raytheon






