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Industry 4.0 — Connected
Manufacturing
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./’ PROTECTING A NEW DIMENSION

>
End of 18t century Beginning of 20t Early 1970s Today
Use of water and stream Use of electrical power Use of electronics and Use of Cyber-physical
power to run mechanical to enable work-sharing IT to automate systems to monitor,
production facilities mass production production analyze, a e

business
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Cyber Physical Systems (lloT)

Physical Space

Physical
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Sampling Action

—{h

Actuator

= 1

Sensors

T o

Sensor ((“A‘)) -

Wireless
Module

Wireless

Communication
Module

Protocol

Configurations Commands

101101

Controller ~ Cyber
~ opace

Copyright® 2017 SYSTEX Corporation. All Rights Reserved.



< im

& CYBERBIT
‘:" PROTECTING A NEW DIMENSION

=

Industrial environment is changing for (the) good.

Isolated Interoperable

Obscure Transparent

Out of context

Aware and supportive

Industry 3.0
Industry 4.0

Overly Supervised Autonomous in decision-making

Higher Higher Increased Cost
Sustainability productivity flexibility reduction
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Expectations are skyrocketing

7 %

4

60% believe 14.0 55% believe 14.0 70% believe 14.0
Will Increase Revenues Will Lower Costs Will increase efficiency

IDC Survey
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http://www.securityweek.com/cutting-through-noise-how-manage-large-volume-cyber-alerts
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We imagine industry 4.0 like this....

Mobile Devices

- “D -~ IOT Platforms
Cloud Computing @’ - B \
P N
y Location Detection
. ~_xon and inte . .
Augmented Reality / @ 0.\%\«;’;‘\03\ “nd hOri;at/O/) Technologies

Wearables SV alve chaing oy \

\
\
Advanced Human-
{6} Machine
I

interfaces

/
I
I
|
Multilevel Customer
interaction and
/
/
Authentication &
Fraud Detection
/

Customer Profiling \

Big Data Analytics
and Advanced @
algorithms S
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But it looks more like this...
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CYBER SECURITY >
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CLOUD
COMPUTING 001100 4 T
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ADVANCED

MANUFACTURING
SYSTEMS

CLLUSTER OF SUPPLIERS

b £0b4c?

SUPPLIERS

SENSORS I

.
o

.
o

3D PRINTING/ NANOTECHNOLOGY ROBOTS AUTONOMOUS
ADDITIVE MANUFACTURING ADVANCED MATERIALS VEHICLE

PLANT OF THE FUTURE A

PLANT OF THE FUTURE B

5%
5%
5%

MASS

CUSTOMIZATION
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INTERNET OF THINGS

A\ 4

RESOURCES OF FUTURE
E
ST,

ALTERNATIVE/ NON CONVENTIONAL SOLAR GEOTHERMIC
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g
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Increasingly Exploiting the
Growing Connectivity

Power Grid Attack Steel Mill Attack Nuclear Reactor Attack

And these are just the
ones everybody’s heard of

LISYSTEX & 1 cowmn
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German Steel Mill Attack (2015)

CorporateIT -~ Industrial IT L oT

A4 / T /x’/ /,/
> IT/OT touchpoint ‘jlréjm
Phishing = M 3
email -

SCADA server
HMI
C&Cserver
el Malicious commands — no JL
I E’ =3 turn off l
/// /// # u :
Historian
PLC
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Wide Attack surface L Lack of SCADA security
Convergence between

c..'n
Wi-FI, RF, Phishing, Remote Access, '
& personnel
IT and OT internal threats, Over 40,000 o I
Most Cyber security personnel is
IT components are moving into the R SIAL industrial components are already w. \l
INTERNET » { -~ focused on IT security rather than OT
process environment OF THINGS / accessible online -"\

security

(windows/Linux PLC’s) (shodan.io)
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Threat Stack
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_______________________________________ %Duﬂ
(E- | TS ot
i gWeb Servers g Email Servers : - - Smart appllcatlons and
Internet ! - q
S R ' Analytics
Corporate IT Y
i Q Authentication | ERP I I Internal DB i @J
:5 Servers - and file Servers |
'__.________________________________________________' ]
CE P e I
Legacy SCADA | lHOT system |
______________________________________________ | | I
l L D I
i Q Historian @ Domain Q SCADA | I ‘T— :
Controller Server 0 —
---------------------------------------------- L ~—
Industrial IT a. , 0B :
I I
I I
I I
| lloT Router I

Industrial OT
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Malware

Spear phishing, External
devices, Macros

\YE](e]]

Lateral movement, Remote
access,

M2M attacks

MITM, Unauthorized devices
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Less than 25% of organizations
More than 6 0% of organizations over 7 0 of organizations had at essthan 25 & o
_ o _ have a fully documented OT
perceive the current cyber threat level least 1 malicious eventin the past i
. o networ!(
to their ICS is high to severe year |
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The Challenge: SCADA networks are unprotected

Insecure “by design” — High Connectivity —

ICS systems are designed to
maintain high availability, not

security.

A

P

modern ICS networks become
more complex, and connected to
the outside world

Flat architecture
No authentication
Rarely patched

* Remote accesses
* IT/OT connectivity
* lloT/ Industry 4.0

Lack of visibility —

assets, commands and
communications

Q)

e Multivendaor environments
e Built in layers gver years
* Lack of OT monitoring

e
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t and Respond to Malicious Activities

in Your Network

i

SCADAShield
Field IDS
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SCADAShield Industrial Protection Platform

L s\dan
3.0@,'@ _\

Detection of known
® vulnerabilities for SCADA
and IT

Network Discovery &
Visibility

e Detection of Operational
malfunction & misconfiguration

Detection of unknown 3
industrial threats
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Network Discovild

NETE AP ~AQC x ®0/

Discover all network
assets — I[P and Non-IP
(Fieldbus, serial) -
automatically

Have a clear view of
your assets, their usage
and activity

Conduct Space/Time
event analysis

ADNANCID FLTIRNG ~ ’ ) | % \
| R




-

& CYBERBIT

\\—;-= PROTECTING A NEW DIMENSION

=

Known
Vulnerability

&ks: CYBERBIT oy
= SCADAShield ALERTS & O
ﬁ
Detect hundreds of _— rer DELETE AL '
SCADA and IT BB‘iZ
vulnerabilities in th R i
ulnerabilities in the EVEO R R——
network Baseline Deviation IP: 192.168.100.43 a 2 Events (2 Eps) &== |P:192.168.101.10
MAC: 00:0c:29:51:58:be MAC: 00:50:56:88:54:c3
Unknown Hosts - 00:0c:29:51:58:be and 33:33:00:00:00:02 ! p——1
Provide guides and sianrs o S APPLICATION: Exploitation Device BBX2
steps for vulnera bility or . L == BLACK First Event 2017/11/01 16:00:48:048
- . DR Last Event 2017/11/01 16:00:48:048
remediation POLICIES Non-Encrypted HTTP access to RTU from EVEO1T to RTUT
..................................... _ Se— application
e 2017 5:54:45:5445 & Attempted Information Leak ~
ona g SERVICES (Signature ID: 1122) SERVER-WEBAPP /etc/passwd file Status new
Vulnerability severity 7 7 access attempt
analysis = Coneine mevanen [whirre ] COMMENT
y BASELINE Unknown Host - EvED1 & Web Application Attack GDCVE ~ _ ~ 7
- T (Signature ID: 5555003) Directory S -
2 5:54:45:5445 Using GET
r
APPLICATION: Exploitation from EVEO1 to RTU1 I . _ e
P | AFPLICATION: Explortation from EVEO1 to RTUL DELETE NVESTIGATE  RESOLVE
55253 2017/11/01 15:54:45:5445
» -




Unknown Threc

Detection of anomalous
behaviors of SCADA and
IT assets

Based SCADAshield
learning capabilities and
auto-baselining

Provides with anomaly
response steps

R
-

)
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&k CYBERBIT BASELINE LEARNING 5 .
=" SCADAShield ALERTS I 100% @ O ¢ -
DASHEOARD 7 Alerts FILTER DELETE ALL
BBX2
Potentially Bad Traffic from 00:50:5 . | P— . Engineering Workstation
00:50:56:88:4a:ch IP; 192.168.100.43 2 1 Event &= IP:192.168.100.12
; ‘ MAC: 00:0c:29:51:58:be MAC: 00:30:56:88:cc:d4
INSIGHTS m Unknnwn Host Device BBX2
nknown Host First Event 2017/11/01 15:28:
h . N -
POLICIES st Event 2017/11/01 15:28:30:2830
0O Unknown Host ¢ ocol N
C D
$ Unknown Host: EVEO1. I
SERVICES This host hasn't been ses atus new
m learning.
Potentially Bad Traffic from 00:50:56:88:54:¢3 to You should verify if the new host is expect (eg. Technician COMMENT
oososesscd7s on site), or if it's a possible unauthorized host. - )
&2
Baseline Dev 1
Unknown Host - EVED ) ) )
"""""""""" DELETE NVESTIGATE RESOLVE
.4 -




Operational
Anomalies

Based on operational
policies created by
Cyberbit and the
Operational team

Detects possible system
malfunctions and
misconfigurations
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DASHBOARD

SCADAShield

23 Alerts FILTER

Malformed 104 packe

m

ALERTS

HMI ‘

IP: 192.168.100.9
MAC: 00:50:56:88:40:58
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BASELINE LEARNING Qa5 A
e\ ) )
BBX2 '
i RTU2

= |P:192,168,101.20
MAC: 00:50:56:88:bd:2c

318 Events (18 Eps)

siGHTS St Malformed 104 packet [suack Bevics
Unknown Hosts - HMI and RTU2 i Violat First Event 2017/11/02 10:36:54:3654
Or L
POLICIES “ Last Event 2017/11/02 10:37:12:3712
o Malformed 104 packet GDPolic ——
2 (Policy ID: 911)
~ 5 L WHITE L
SERVICES Status new
Unknown Hosts - RTU2 and HMI
< 5 5 NT
BASELINE
Attempted Denial of Service from NTP server to RTU2
JELETE NVESTIGATE RESOLVE
e De
LI N PR - e X L T BT
- -




SCADAShield Operational Flow

Discovery
— - ) .
I\/Ion|tor SCADA and |T . . ' % ‘I:li(:it:illci)tt;ll( discovery & continuous
L. Industrial Analytics Engine
Communications
;T( Known Vulnerabilities
G® IEC =T @ — ’TJ&% Detection and response to known
ST = vulnerabilities for SCADA and IT

gy DNp gmroar |, @ @ |

Sooan’  dacobus SITA iié;? R Unknown Threats
Detection and response to unknown
attacks

e Operational Anomalies
: lf'ff’ Detection of operational anomalies &

malfunctions
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Industrial Analytics Engine

Unknown threats detection Known CVE Database Operational Policies

Auto-learning based whitelisting Public and inhouse research CVE’s Monitoring operational standards
violations and changes

4# Detect anomalous malicious behavior in the network @ Detect malfunctions and human errors

[@ Detect vulnerability exploitation by the attacker @ Detect configuration changes




Wide Vendor and Protocol Coverage

Vendors
General B
J ; ockwell
S MITSUBISHI 49 Electric Honeywell Automation
N
AL I ED N Schneider
SIEMENS FAIPED EMERSON TPElectric
Protocols
e CLNP e BACNET * Modbus/TCP * Goose * SyncPhasor
e COTP * BVLC * OMRON-FINS * |[EC 60870-5 * Teleperm XP
« DCE RPC  CIP * Profibus * |[EC 61850, IEC101 s TIM
« ENIP * CIPCLS * Profinet CM * |[EC104 * SNMP
. EtherNet/IP, * CIPCM * Profinet DCP * Kingfisher * SSH
* DNP3 * Profinet IO * Serial Modbus * SSL
* |EEE 802.3
L « MDLC * Profinet PTCP, * NTP * ARP
* MMS * S7Comm * HTTP * And many‘?h—ore....
* Ethercat :

 SITA s FTP ) VO™




IT/OT oT

IT

<2 Known SCADA CVE’s
Field to Field attacks
Anomalous PLC behavior

=<2 Known IT CVEs Detecting traffic to unusual host

I I
I I
I I
I I
I I
I I
I I
I o I
I £ ARP poisoning | ~ Detecting Firmware and Logic
: . Weak algorithms of SSL, SSH : updates from an unusual hosts
I Detecting of web-base attacks I
I I
I I
I I
I I
| \

edo
(i

~ Unauthorized HTTP, SSH, FTP
access

zdo
(i

Detecting new hosts & Malformed packets

ﬁ Out-of-range value
commands to PLC/RTU

TX Detection of anomalous Setpoint alternation

connections between hosts

- s e e e e e e e e S e e e e s s
e - - o o O O O e O O O O o . .




SCADAShi_e]d;---' Advanced Ca pabilities

SCADAShield IPS SCADAShield OS
Inline installation delivers IPS capabilities Integration with Cyberbit EDR for
for attack prevention advanced malware protection

&

@ Block malicious commands

|‘1‘| Detect and respond to malware on HMI/SCADA server

@ Analyze and respond to IT/OT attacks
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Value for the organization

° * Reduce downtime
Detect and respond to cyber
[T\ attacks, human errors and system

Ifuncti
Reduce Reputation Risk malfunctions

Maintain quality standards by assuring

process integrity and monitoring changes
and errors =
° * Support compliance
requirements

Support cyber security ISA/IEC and
NERC CIP
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