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Vulnerabilities by priority

Statistics: Check | Priol Prio2 Prio3
> & Total | 300 46 20
Lo % Test Existence of a Program | 1
Priority 2, 46, Priority 3, 20, * ® 1 Program ... does not exist
13% ¥ =" Security Analyses in Extended Program Check (SLIN | 291 46 20
+ @ Hard-coded user name 71
+ %] Potential SQL injection (WHERE condition) 21
+ %] Potential directory traversal 163
+ %] Potential ABAP command injection 9
+ @] Potential SQL injection (column names) 24
+ ®] Potential SQL injection (GROUP BY clause) 1
+ ®] Potential SQL injection (table name when read performed) 20
+ ¥ Potential SQL injection (table name when write performed) 12
+ #] Potential directory traversal caused by non-secure parameters 1
« %] User-driven dynamic RFC function module call 8
+ @] User-driven dynamic procedure call of program unit 3
+ ¥ User-driven dynamic CALL TRANSACTION 3
+ @] AUTHORITY-CHECK with explicitly specified user 2
* ®1 AUTHORITY-CHECK for SY-UNAME 17
* ¥ Hard-coded system D 2
Priority 1, 291, e Jeg Prog C Tl 1 5
81% . __l Program contains syntax errors 6
+ ®J The function module definition does not have a TFDIR entry 1
* #] Program source cannot be analyzed | 1
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REPORT zelin demn sgl injection 2.

ERRAMETERS: street TYPE zemployess-atrest LOWER CAZE,

zipcode TYEE zemployees zipcode  LOWER CASE,
city TYFE remployees-city LOWFR CASE,
phone  TYPE zemployees-phone sxt.
DATE: zet sxpr TYPE string,
user IY¥PE xubmame.

EIF street IS HOT INITIAL.

SEt_ERFI - EE-t_E.'I'.Fl]‘.' &&  STREET =" &% strest &5 7. — é

- ENDIE.
HIF zipcode IS NOT INITIAL. . {\\
set expr = set expr g& ° IIPCODE = '' && zipe- ‘,\0
- ENDIF. ’ a‘c"

HIF city IS NOT INITIAL. 1{\‘
get e¥pr = 5ol expr &L @ CITY %G\‘ 5‘3\
- EHNDIF. \a \ﬁ\)
1T phene IS NOT TNITTAL. 5‘@ )
set_sxpr = ss=t_sxp~ 0'5 ~phone.
- EKOIF. ?

EIF set_aMpr L5 HOL
user = ¢l _abap sy ~_user names( ).
UEDATE zemployess

> Input for street:
xyz' salary =
'1500

et expr:
xyz'
salary = '1500

SET (set_expr]
WHERE userid = user.
- ENDIE.
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SAP Fortify by HPE / MicroFocus SAP
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( CVAES
| ABAP SAP NetWeaver Application Server, add-on for code vulnerability analysis (CV ‘) -

Finding security issues at design time instead of in production is easier and less expensive!
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84% of breaches exploit vulnerabilities in the application layer B FIFHIE L 58 B L HEFE, 162
YR A EEEFEN SN L ERELLFED 23-1 -
- Gartner Maverick Research. Stop Protecting Your Apps; It’ s Time for Apps to Protect Themselves (2014)
e
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Contact information:

Ying-Jie Chen

Director, Presales, SAP Taiwan
Mobile : +886-921179040
Email : +886-921179040
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© 2018 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its distributors contain proprietary software components
of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or warranty of any kind, and SAP or its affiliated
companies shall not be liable for errors or omissions with respect to the materials. The only warranties for SAP or SAP affiliate company products and services are those that are
set forth in the express warranty statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or any related presentation, or to develop or release
any functionality mentioned therein. This document, or any related presentation, and SAP SE'’s or its affiliated companies’ strategy and possible future developments, products,
and/or platform directions and functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason without notice. The
information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or functionality. All forward-looking statements are subject to various
risks and uncertainties that could cause actual results to differ materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements,
and they should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered trade marks of SAP SE (or an SAP affiliate company)
in Germany and other countries. All other product and service names mentioned are the trademarks of their respective companies.
See http://global.sap.com/corporate-en/legal/copyright/index.epx for additional trademark information and notices.
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